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The objective of this report is to help rid the Internet of widespread fraud in
advertising. The first step in this process is to shed light on the prevalence of
fraudulent advertising appearing on shopping and social media platforms. Befter
educated consumers are in a better position to defend themselves against
fraud. Whenever fraudulent advertisements are found, we suggest in the first
instance that these are reported to the relevant platform on which they appear,
and where appropriate to law enforcement or government regulators.



EXECUTIVE SUMMARY

What’s the fuss about fraudulent
advertising?

Fraudulent advertising is rapidly emerging as a
new risk to consumers shopping online, where
millions of consumers are exposed to thousands
of fraudulent advertisements taking them to
thousands of illegitimate e-commerce websites
that defraud and/or sell counterfeit products and
deceitful services.

In keeping pace with consumer trends—and to
stay one step ahead of controls—illicit traders now
post fraudulent adverts that divert unsuspecting
consumers to websites featuring counterfeits,
fake services, and other fraud. Of concern is that
the adverts are all over social media networks

like Facebook and Instagram, or other popular
websites like YouTube or Google, where people
are not expecting fraud.

This report shows that more than 70 major
international brands were targeted by fraudulent
adverts on Instagram and Facebook since 2017,
some of which received up to a quarter of a
million views before they were detected. And just
like legal adverts that seem to magically know
what you are looking for, even before you started
searching for it, fraudulent adverts are also often
hyper-targeted at consumers based on specific
interests, location, demographics or browsing
history.

In addition to advertising fake and substandard
products, there is a growing trend of deceptive
advertising for fraudulent commercial and
financial services, where names and images

of popular personalities are used without
authorization.

For consumers, their exposure to counterfeit
goods and fraudulent services presents direct and
indirect health and safety risks. Most fraudulent

websites also show a disregard for data privacy
and expose consumers to credit card fraud,
identify theft, and other cybercrimes. Even more
alarming is evidence that a coordinated criminal
network (or networks) are often behind the
adverts.

What needs to be done?

Advertising has long been regulated by
governments to ensure that messages are truthful
and do not mislead reasonable consumers about
aspects of a product or service. In some countries,
there is also consideration of fairness, which
focuses on whether an advert causes substantial
consumer injury.!

However, similar controls are not sufficiently
applied to advertising on the Internet. While
there are several new initiatives to address certain
aspects of online advertising, more controls on
fraudulent advertising appearing on legitimate
websites including social media are needed.

Solutions could be driven by government
leadership, through the application of offline
advertising standards to today’s online
marketplaces. Such steps could ensure multi-
factor verification systems or other mechanisms
to support a “trusted” user program are applied
to the act of fraudulent online advertising.

Leadership could also be taken by the major
Internet platforms that are currently enabling
the fraudulent practices. Notably Facebook

and Instagram are not implementing sufficient
verification of an advertiser’s identity as they
enter a commercial advertising relationship with
these platforms.

Hand in hand with fraudulent advertising is the
persisting presence of rogue websites specifically
built to sell counterfeit or other illicit products.
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In the absence of rogue destination websites,
fraudulent adverts would have nowhere to
redirect consumers. For these reasons, efforts
taken concurrently with domain name registrars
and Internet Service Providers can improve

the prevention, blocking and removal of these
infringing sites and, consequently, reduce the
effectiveness of the fraudulent advertising
schemes. Notably, the converse is also true that
these websites would gain little to no traffic
without advertising to divert consumers to them.
Clearly, a holistic, across-the-board, approach

is needed to address the misuse of Internet
platforms for illicit trade.

Is there a reasonable solution?

The lack of sufficient policies and procedures

to verify an advertising intermediary’s true
identity and conduct the necessary vetting and
due diligence during the onboarding process® is a
system weakness across multiple Internet-based
social media and shopping platforms.

Therefore, requiring these intermediaries to
provide sufficient and accurate information is a
solution of the highest priority, especially when
considering that those abusing the platforms
will not be sufficiently deterred unless they can
be identified and punished. A parallel example
is the priority included in the January 2020 U.S.
Department of Homeland Security (DHS) Report
on Combating Trafficking in Counterfeit and
Pirated Goods to significantly enhance vetting
of third-party sellers by encouraging platforms
to put in place a uniform and articulable vetting
regime.

Similar verifications should be required for
online advertisers, including the disclosure

of certain verified information regarding
sellers, such as identity, principal place of
business, contact information, verified bank
account information, government-issued photo
identification, and a business tax identification
number.

The objective of this report is to help rid the
Internet of widespread fraud in advertising.
Consumers should have a safe and secure
shopping experience like that available offline.
This means defending against the sale of
fraudulent products consumers may find on their
own as well as defending against the fraudulent
advertising that lures consumers to illegal
websites.



HOW BIG IS THE PROBLEM?

Fraudulent advertising is everywhere
online

Fraudulent advertising has emerged as the latest
online threat to consumers. In keeping pace with
consumer trends—and to stay one step ahead of
controls—illicit traders now post fraudulent ads
that divert unsuspecting consumers to websites
featuring counterfeits, fake services, and other
fraud. Alarmingly, the adverts are all over social
media platforms like Facebook and Instagram, or
other popular websites like YouTube or Google,
where people are not expecting fraud.

» Since May 2017, more than 70 consumer
and apparel companies confirmed to have
been targeted by fraudulent and infringing
sponsored adverts on Instagram and
Facebook. The actual number is likely to
be significantly higher, as these advertisers
target brands indiscriminately across multiple
sectors. Given a common modus operandi,
it appears there may also be a coordinated
criminal network or networks behind the
adverts, using hacked Facebook or bot-
generated profiles together with stolen
credit card data to post adverts that mislead
consumers and direct them to e-commerce
websites that defraud and/or sell counterfeit

products.

» Fraudsters have used Google’s video platform
YouTube to exploit the popularity of certain
popular video games to create videos that
trick consumers to download risky apps or
purchase bogus services. In worst cases, users
are being tricked out of significant sums of
money. One scam automatically charged
a subscription fee of $99.99. Within days,
it generated over 118,000 views.3 Also on
YouTube, scammers are using COVID-19 to
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profit through easy-to-find videos touting
overpriced face masks and bogus vaccines,
costing consumers more than $5 million.*

An advert on Facebook told a gloomy story of
a Los Angeles family that died from COVID-19
as a trick to divert customers to a website
selling protective face masks. Turns out the
story is not true; the family is alive and well
and the face masks for sale are unapproved.s

In April 2019, an advert for fake Tommy
Hilfiger apparel was identified on LinkedIn.
The advert was directing people to the rogue
website www.tommy-top.com, that was
identical to other fraudulent and counterfeit
websites identified via Instagram adverts.
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Fake adverts are intended to deceive

Just like legal adverts that seem to magically
know everyone’s online shopping wish list,
fraudulent adverts are also often hyper-targeted
at consumers based on specific interests, location,
demographics or browsing history.

Moreover, tactics used by counterfeiters

to confuse shoppers on Amazon or other
e-Commerce platforms are similarly being used
by criminals posting fraudulent advertisements.
These deceptive tactics include the use of
well-known trademarks, unauthorized images
protected by copyright and fake offers to create
extremely professional looking fake adverts
that would be indistinguishable from legitimate
adverts—except the hyperlinks divert consumers
to criminal websites selling counterfeit items or
fraudulent services.

For example, there was a significant spike in the
number of fraudulent adverts posted by generic
new accounts (e.g. “Fashion jacket store” and
“Backpack discount”) in the two-week run-up

to “Black Friday” in 2019. The adverts and the
associated rogue websites offered huge unrealistic
discounts targeting popular toys, handbags,
winter jackets and boots, guitars, and fitness
trackers, as well as many popular fashion clothing
brands. Underpinning the scam is the consumer
knowledge that discounts from legitimate brands
may be higher than normal around Black Friday.

Hand in hand with the fraudulent advertising is
the deployment of falsely displayed destination
URLs within the adverts, multiple URL redirects,
URL cloaking techniques and URL shorteners
(bit.ly) to deceive consumers and prevent
detection from investigators. These sophisticated
URL redirects will often change the website
destinations when a user clicks on an advert
depending on whether the user is viewing the
advert on a desktop browser or via the social
network’s own app. In addition, many of these
links are only accessible when viewed within the
Instagram app (and not on the desktop browser).

This means that counterfeiters have figured

out precisely how to hide their activities from
investigation by brands and possibly even the
platforms themselves. Consequently, it can

be extremely difficult to determine the actual
destination website where potentially deceived
consumers end up. And even if an originating
fraudulent advert itself may be reported and
removed from the platform, the website it once
directed to will continue to operate and probably
be used again in another advert. Moreover, some
scammers use an innocuous website address
when configuring an advert (such as a legitimate
website from a department store) only to swap
to a counterfeit website as soon as the advert has
been approved and gone live.

By conducting reverse IP address investigations
on these websites, it was also discovered that

it was possible to find multiple other rogue
websites selling counterfeit of many well-known
brands. For example, the website http://oite.
poitemall.com was identified from a Facebook
advertisement targeting Japanese consumers.
The website shares its IP address with 232

other domains/websites, including http://www.
denlweshop.com which targeted the luxury brand
Coach. Similar to the other counterfeit sites
sharing the same IP address, this one likewise
offered “80% oft”, displayed false company

and address information about the website’s
operator and included a Russian email address
(24service@bag-ok.ru) that did not match the
domain name. This suggests there is a larger
cybercriminal network utilizing these domains to
exploit consumers across different search engines
and social media platforms.

Product fraud and counterfeiting

Scams can spread like wildfire on social media,
the very nature of which encourages us to
share and like posts so that they are seen by as
many people as possible. Millions of consumers
are exposed to thousands of fraudulent
advertisements taking them to thousands of



illegitimate e-commerce websites that defraud
and/or sell counterfeit products and deceitful
services.

Some potential scams may seem innocent at first.
For example, a simple quiz that ultimately gets
you to reveal the answers to common banking
security questions. There are also cases where
scammers pose as your Facebook friends and
reach out, claiming they are in urgent need of
money.

This report is underpinned by data collected

on more than 70 consumer and apparel brands
confirmed to have been targeted by fraudulent
and infringing sponsored adverts on Instagram
and Facebook since 2017 (Figure 1).” The actual
number is likely to be significantly higher, as
these advertisers target brands indiscriminately
across multiple sectors. Furthermore, the adverts
are optimized to attract attention and can receive
large numbers of views even if only active for a
short period of time. It has been observed that
some of these adverts have received over 240,000
views within just a couple of days. Given the size,
scope and number of brands affected, the scale of
the deception and fraud occurring on social media
platforms cannot be underestimated.

Services fraud

In addition to fraudulent adverts of fake or
substandard products, there is a growing trend of
fraudulent advertising of commercial and financial
services. Public figures such as UK financial
journalist Martin Lewis® and Dutch businessman
John de Mol° have spoken out about how their
names and images have been used without
authorization in adverts to promote fraudulent
services and fake products. Both have taken legal
measures to compel action against these scams.

Martin Lewis initially sued Facebook for
defamation after a year in which over 1,000 scam
adverts abusing his name or image had appeared
on the platform, likely seen by millions of people
in the UK. In response, Facebook acknowledged
the scale of the problem, its impact on real people,
and agreed to commit to making a difference both
on its own platform and across the wider sector.

Dutch billionaire John de Mol filed a lawsuit
against Facebook for allowing fake adverts on
its platform, which used his name and image to
perpetrate Bitcoin-related fraud. Lawyers for De
Mol said that consumers had been swindled out
of €1.7 million ($1.9 million) by the fraudulent

Figure 18
1. Adidas 21. Dewalt 41. Moncler 58. Stone Island
2. Apple 22. Dr. Martens 42. Montblanc 59. Superdry
3. Arc'teryx 23. Emporio Armani 43. Monsoon and 60. Supreme
4. Ariat 24.Fila Accessorize 61. The North Face
5. Balenciaga 25. Fiiillrdven 44. Muck Boots (Honeywell)  62. Timberland
6. Berluti 26. Geox 45. National Football League  63. Tommy Hilfiger
7. Bose 27. Gymshark (US NFL) 64. Tony Bianco
8. Braun 28. HP (laptops) 46. National Hockey League  65. Trek (bikes)
9. Breville 29. Hugo Boss (US NHL) 66. TUMI
10. Brooks Sports 30. Husqvarna 47. New Balance 67. UEFA Foothall Club
11. Calvin Klein 31. JBL 48. Nike jerseys (including
12. Camper 32. Keen 49. Nintendo Juventus F.C., Liverpool
13. Canada Goose 33. Kenzo 50. Off-White F.C., Real Madrid C.F. and
14. Canon 34. Kipling 51. Patagonia Tottenham Hotspur F.C.)
15. Carhaart 35. Lacoste 52. PlayStation (Sony) 68. Ugg/Deckers
16. Cartier 36. Lego 53. Ralph Lauren 69. Van Cleef
17. Chanel 37. Levi's 54. Ray-Ban 70. Vans
18. Clarks (Shoes) 38. Louis Vuitton 55. Salomon 71. Vasque
19. Converse 39. Makita 56. Saucony 72. Weber

20. Delonghi

40. Michael Kors

57. SKECHERS

73. Xbox (Microsoft)
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adverts, and that he was only one of several
Dutch celebrities targeted. In this case, the
Amsterdam District Court found that while it may
not be “technically easy” for a platform to take
measures against these serious advertising scams,
it is still the platform’s responsibility to protect
consumers.*

Certainly, Facebook’s response to the Lewis case
acknowledges at least a degree of responsibility
and the Amsterdam Court’s view calls for greater
responsibility. However, while many popular
websites and social media platforms provide
tools for de-listing fake adverts based on IP
infringements, these measures do not address
the root problem. Unfortunately, even after being
reported and removed adverts often reappear
within 24 hours, with slightly different content.
Fraudulent Ads have even been found appearing
in “Instagram Stories” which only last 24 hours.
That makes it impossible for brand owners to
keep track of the threats and take effective action.
One brand owner reported taking down an
average 30 adverts every day on just one popular
social media site.

Taken together, the question remains whether
the platforms can and will improve preemptive
measures to identify and block fraudulent adverts.

Economic impact

The emerging gateway to illicit sales online is a
link from a fraudulent advert to a rogue website
offering illicit products. Collected research
provides evidence over time indicating there are
hundreds of thousands of fraudulent adverts
available, backed by large networks of scam and
rogue websites ready to receive and defraud
unsuspecting consumers. As highlighted in this
report, the trend is to increasingly feature the
realistic, but nonetheless fraudulent, adverts on
social media platforms that can instantly reach
millions of unsuspecting online users.

Although this report is not a quantitative study
on the size and value of counterfeiting, important
conclusions on the impact of fraudulent
advertising can be drawn from current trends.
According to a 2017 report by Frontier Economics,
the global economic value of counterfeiting (not
including digital piracy) in 2020 is approximately
$1.8 trillion." Online sales now represent between
14-16 percent of total global retail sales during
the 2019-2020 time frame."” Consequently, as

a share of global counterfeiting, the value of
counterfeits purchased through online outlets
would equal $252-288 Billion. This estimate
compares reasonably to the 2018 Global Brand
Counterfeiting Report, which estimates that

the losses suffered due to online counterfeiting
globally amounted to $323 Billion in 2017.3

Sometimes the campaigns are fiercely aligned to
global shopping events, where criminal networks
are orchestrating the creation of hundreds of

ad accounts, websites, hosting and payment
infrastructures in order to maximize their return
on investment whilst competing against the
legitimate brands in the same space. Some of the
fraudulent adverts for well-known brands can
attract a quarter of a million views in a single
day. In another example, one fraudulent advert
Instagram for counterfeit goods used a domain
linked to 3,200 other rogue domains, all featuring
‘high discounts’ for branded items and no contact
information.

Given that counterfeiting increased by 154 percent
over the last decade and that online shopping

is increasing by 10-20 percent per year, if left
unchecked, this problem will continue to grow."



WHAT ARE THE DANGERS?

1. Consumer risks

Fraudulent adverts give innocent consumers

a false impression of authenticity by using

fake trademarks of popular brands and other
infringements such as misrepresented images of
genuine products, slogans, and corporate style.
They often use words such as “discount”, “100%
genuine”, “Official store”, ”90% off” or other

wording designed to attract attention.

For brands and consumers, the threat posed
by fraudulent adverts can be severe and their
exposure to counterfeit goods poses direct and
indirect health and safety risks.

Legal manufacturers abide by regulations

and invest heavily in innovation and product
development, with brands serving as guarantees
of quality and safety. In contrast, counterfeiters
make their money by sidestepping product

safety regulations, environmental controls, and
labor laws. Consequently, counterfeit goods are
often of sub-standard quality or of unknown

and sometimes dubious chemical/material
composition.’s Even relatively innocuous goods,
such as watches, apparel and handbags can pose
health risks for consumers when counterfeiters
use potentially harmful materials (allergenic and/
or toxic).” Examples include the use of prohibited
carcinogenic dyes to color fabrics and children’s
clothing made from highly flammable fabrics
that burn quickly and intensively.”” Counterfeit
cosmetics and personal care products containing
dangerous levels of lead, mercury, cyanide and
other carcinogens can cause severe allergic
reactions and pose a particular threat to pregnant
women and their unborn babies.®

2. Business and brand owners

Today’s increasingly knowledge-based economy is
driven and dependent on continuous innovation.
In contrast, IP theft in the form of trademark
counterfeiting and copyright piracy stifles
economic growth and job creation by discouraging
innovation, reducing incentives for companies to
invest in R&D and inhibiting creative industries
from realizing their full potential.

Fraud, especially involving the acquisition of
counterfeits, severely damages the reputation of
legitimate brands, as well as taking away potential
customers. Counterfeit goods are generally of poor
quality, will not last, are not guaranteed, and may
be dangerous. When consumers are disappointed
with the purchasing experience, it diminishes
legitimate sales, which has consequences for
investment, employment, revenue, and tax
collection. Meanwhile, it also places additional
demands on law enforcement agencies.

3. Data privacy

Most fraudulent websites show a disregard for
data privacy of any type, including customer
data, security, and financial information. (Figure
2.) Since these websites rarely use any form

of security, consumers are often also exposed

to credit card fraud, identify theft, and other
cybercrimes.*

Another risk is linked to scam adverts concerning
consumer goods. Adverts purporting to be from
legitimate fast-moving consumer goods (FMCG)
companies will offer free products, such as
toothbrushes, toothpaste, or laundry detergent,
in exchange for completing a survey or otherwise

FRAUDULENT ADVERTISING ONLINE: EMERGING RISKS AND CONSUMER FRAUD
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Consumers are still falling victim to fraudsters online

item via social media, either throwgh a link in a social post or a sponsored social media advert

adverts actually directed
users to these retailers’
websites, possibly

say they have had their indicating that they were
personal delails stolen
in a breach initially configured to

appear legitimate in order
to pass Facebook’s ad
review stage - and then
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or debit card fraud a fake product
edited to direct consumers
to the fraudulent
Interestingly, these figures only reflect those consumers who realised they had fallen victim websites.
to fraud, cybercrime and counterfaiting. In effect, these figures could be much highar,
i ) ) o The adverts use a series
Of the 31% of consumers that unintentionally bought a fake product onine, 23% boughit that

of URL redirects and

inputting personal data. The data gathered
through these means may then be used to further
defraud the consumer through other phishing
and cold-calling scams.

4. Organized crime

As noted by EUROPOL, “Trading in counterfeit
products is a relatively low risk activity, involving
minimal penalties whilst providing high profits,
and will increasingly attract [organized crime
groups] previously involved in other crime
areas.”® The fraudulent and infringing adverts
discovered on Facebook often share similar
characteristics, suggesting that organized crime
groups or organized illicit networks are operating
these fraudulent ad campaigns.

Further evidence of a sophisticated, coordinated
criminal approach is found in the common
application of the deceptive/misleading
technological features and techniques. For
example, fraudulent advertisements provide a
visible URL of well-known online retailers (e.g.,
amazon.de, jdsports.co.uk and Zalando.co.uk) that
also use Instagram to advertise. In some cases,
the scams use the official URLs of the brands
being counterfeited only to redirect consumers to
a fraudulent website that mirrors the official one.

utilize Facebook’s own
website analytics visitor
and tracking tool, Facebook Pixel, to analyze
the success of the adverts and improve the
reach of new adverts in the next fraudulent
campaign.

» The ad destination URLs sometimes did not
direct to an active website, but the destination
URL would have a .cn, .tw or .pw extension.
In many cases, the websites are created using
Chinese registrant details; however, these
appear to be false or incomplete.



WHAT ARE THE CAUSES?

The root cause of the problem is that most social
media platforms and e-Commerce websites accept
advertising without proper controls over the
source of the advertiser. In addition, weaknesses
in the system that enable advanced technologies
to generate and place the adverts are also a big
part of the problem. There is also little protection
from repeat offenders and the fraudulent adverts
would have no purpose if it were not for larger
failures which allow fraudulent, infringing and
otherwise rogue websites and domains to exist.

1. Limited verification

Without robust due diligence checks that verify
the identity of who is advertising on the platform,
fraudulent advertisers are free to exploit the
system with little risk of exposure and virtually no
risk of punishment or penalty.

The placement of a fraudulent advert can be done
in just a couple hours at very little cost. In fact

a UK-based consumer interest journal recently
demonstrated the ease of posting a fake scam ad

Figure 3

on a popular social media site.* They reported
3,834 views, 73 clicks and 19 forwards all within
24 hours and for the small price of £ 15. (Figure
3)

It appears that social media platforms,

notably Facebook and Instagram, are not
implementing sufficient substantive verification
of an advertiser’s identity as they enter into a
commercial advertising relationship with such
platforms; often as little as a credit card and an
email address is enough to create an advertising
account, both of which could be stolen from other
unwitting customers. This is placing consumers
at significant risk by exposing them to adverts by
unknown parties intending the sale of counterfeit
goods or other fraudulent practices. By adopting
best practices in “know your business customer”
checks, platforms can mitigate against this risk.

2. System weaknesses

Research has shown that a fundamental gateway

to fraudulent advertising is the creation of an
illegitimate hosting page. In
order to be able to advertise
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on Instagram or Facebook, a
Facebook account and page is

required. However, there are
no apparent controls on such
3,834 accounts, such as account
history, relevance to the

advert, or level of activity.

their friends

FRAUDULENT ADVERTISING ONLINE: EMERGING RISKS AND CONSUMER FRAUD



10

What has been observed in the accounts posting
the fraudulent adverts is that they are often (i)
compromised (hacked) Facebook profiles/pages
or (ii) a newly created bot-generated Facebook
“Community” page.

« Many of the fraudulent sponsored ads are
from compromised Facebook accounts of
businesses or small organizations that have
been “hacked” and have no connection to the
advert that is being sponsored. For instance, a
fraudulent advert for a (fake) Tommy Hilfiger
shirt, might be artificially sponsored by some
completely unrelated Facebook host, such as
“Business Insurances”, “Medisch Pedicure”
or “Georgian College Benefit Concert”. With
multiple high-profile personal data breaches
in recent years, millions of email and
password records have been exposed thus
making compromised Facebook profiles and
pages by cyber criminals more likely.

» A bot-generated account is a sophisticated
operation, where a computer sets up a
Facebook account or page which is then
used to post the fraudulent adverts. These
pages often contain unrelated, little or no
information and no content. They are typically
generated within a 6-month window of
the advert going live, which gives the bot-
generated pages a “legitimate” Facebook
“footprint”, which may be strengthened by
bot-generated “likes” that build up a history
on the platform.

3. No controls on destination websites

When Instagram or Facebook users click on
fraudulent sponsored adverts, an in-app browser
typically directs them to an external website
operating a web shop. These are typically rogue
websites designed specifically to sell counterfeit or
fraudulent products.

For these reasons, domain name registrars and
Internet Service Providers have been encouraged

to prevent or take down such infringing sites.
However, the converse is also true that these
websites would gain little to no traffic without
advertising that diverts consumers to them. While
some consumers may discover these fraudulent
websites through organic search results, a
significant number will be diverted to them by the
fraudulent adverts.

Efforts to clean up fraud online, must go hand
in hand, so that social media platforms are kept
aware of any websites being taken down which
are linked to an advertising account on their
platforms, so that they might check for other
potentially infringing websites connected to the
same account; where an advert is successfully
taken down, the platform should also notify the
relevant ISP and registrar so that they can take
appropriate action against the registrant.

4. Little protection from repeat
infringers

It is not difficult to repeat a fraudulent advert,
even after being reported. This is partly because
some adverts may avoid using IP-infringing
brand names and keywords and partly because
adverts often reappear in slightly different
forms after being delisted—even after hundreds
of similar adverts have been reported. The fact
that so many international brands have been
targeted by fraudulent adverts using the same
modus operandi over a three year period suggest
social media platforms must take more robust
measures on stopping recidivist activities relating
to advertising or seek assistance from law
enforcement.

5. Deceptive practices

A fraudulent advert typically appearing on
Instagram or Facebook targeting a well-known
brand can be of very high design quality,
showcasing the most popular product’s images
(typically taken from the original brand’s
website). They feature very high discounts,



usually 50% and above, and bogus logos for
payment (e.g., Visa, Mastercard, Paypal) to entice
consumers into a quick purchase. Domain name
typically uses generic TLDs or ccTLDs (.top,

.VIP, .tw, .pw, .online, .store, .club). Websites are
not typically SSL secured (https); however, this
appears to be changing.

Figure 4

Examples of deceptive marketing
“100% authentic”
“Free & fast delivery available”
“Official store online”
“No reason refund in 7 days”
“Secure payment”
‘Factory direct price”
“Satisfied or refunded”
“Summer sales - only 3 day
“Black Friday”
“Stock Clearance Sale”

»

“Warehouse Clearance Sale”
“90% discount”

In October 2017, an advert was identified with
Facebook’s Commerce & Ads IP Tool, which

used images of counterfeit products. The URL
displayed to consumers was “ebay.com” and the
advertisement was sponsored by a “Community”
page that appeared to be compromised with no
affiliation or connection to the subject brand. The
actual destination was www.saletommy.com, a
fraudulent website, which made unauthorized use
of Tommy Hilfiger copyright protected imagery
and logos. The website did not have a “contact
us” page or contact form, or any information to
identify the entity responsible for its operation.
On 10 November 2017, an advert by a Facebook
page called XZ Fancy Bread was identified with
over 18,000 “Likes”. This ad directed users to the
website www.clotheshe.com which was identical
to www.saletommy.com. Six months later, on 18

April 2018, another fraudulent advert appeared,
displaying to consumers the website address Love.
sjutii.cn, but was actually directing consumers

to the destination website www.vote2018.site.

The website www.vote2018.site was identical to
both www.saletommy.com and www.clotheshe.
com websites shown above. It is of note that when
registering domain names with a .cn extension,
registrants are required to verify their personal or
business identity.

6. Online advertising supply chain

Given the repeated similarities of fraudulent
adverts identified throughout this report, it is
evident that there is a systemic problem with the
online advertising supply chain. In particular, the
current absence of any substantive verification

of an advertiser’s commercial and/or personal
identity and the review process for submitted ads
themselves appears to be insufficient in tackling
the scale of the deception and fraud occurring on
social media platforms.

This is a problem that has been identified by
many brand owners, operating in various

sectors, and with numerous websites. It therefore
requires a concerted, industry-wide solution. At
present, brand owners are carrying the bulk of
responsibility by taking down fraudulent websites
and the adverts that link to them. But this is not
going to solve the problem, as it is too big and
fast-moving,.

While it is appreciated that there is a need for

a degree of anonymity for social media users

in many situations, when use of a platform
changes from personal use (social interaction and
connection) to a commercial use (advertising of
goods/services), there should be enhanced checks
and transparency for potential customers into the
identity of those commercial actors.

Platforms need to confirm that any data provided
to an advertiser is complete, correct and not bot-
generated and enhanced verification needs to be
made of the external websites that adverts direct
to in order to achieve this.

FRAUDULENT ADVERTISING ONLINE: EMERGING RISKS AND CONSUMER FRAUD
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WHAT IS BEING DONE?

Despite its prevalence and harm, very little is
being done to rid the Internet of fraudulent
advertisements. Nonetheless, very little is

being done to rid the Internet of fraudulent
advertisements. In particular, the current absence
of any substantive verification of an advertiser’s
commercial and/or personal identity along with
a weak review process for submitted adverts
are major vulnerabilities illicit traders exploit

to deceive and defraud consumers online and
particularly on social media platforms.

In response to mounting evidence—such as that
contained in this report—along with pressure
from brand owners and consumer groups and
complaints from social media users, the platforms
have recently promised improvements.

For example, Google has announced that it will
require advertisers to verify their identity to
prevent them from misrepresenting themselves.?
Key elements of the program (as indicated) will
be the requirement of personal legal information
(like a Wg or IRS document showing the
organization’s name, address and employer
identification number). There will also be a 30-
day verification process, after which Google said
it will suspend the account and the advertiser’s
ability to serve ads until verification is provided.
Google also stated that advertising agencies will
need to complete verification on behalf of each of
their advertiser clients. And where businesses like
pharmacies already must go through certification
processes, they will still need to take the new,
additional verification steps.

While the elements of this program are in the
right direction, it will be important to evaluate its
effectiveness to ensure that Google puts in place
pre-emptive measures to block fraudulent adverts,
such that burdens are not placed on consumers

who do not have skills to police fraudulent
adverts. It will also be essential that the program
move swiftly. As presented the program will give
feedback or provide approval within three to five
business days, using a combination of human and
tech reviews. Currently, Google policy is to make
every effort to ensure that adverts which may
violate their policies do not run prior to review,
but that some may run on Google before the
Google Ads Specialists check them.*

With regard to its popular YouTube

platform, Google has ad policies that address
misrepresentation and misleading content,
copyright infringement, and trademark
infringement. However, IP owners report
that enforcement largely falls to them and the
ability to monitor for such activity is limited
by deceptive techniques employed by the
infringers. Consequently, Google must consider
taking proactive actions against fraudulent ad
campaigns.*

In the case of Facebook, in the aftermath of a
fraudulent Facebook ad for a company selling face
masks, which claimed all but one member of a
Los Angeles family died from COVID-19, Facebook
pulled all versions of the advert. Furthermore,

the company says in order to crack down on
businesses taking advantage of fear during the
coronavirus pandemic, it has banned all ads
having to do with hand sanitizer, face masks,
wipes, and COVID-19 tests.*

In some countries, Facebook also requires proof
of identification for any user wishing to post
advertisements relating to politics, elections, or
social issues.?” This is not, however, a global policy,
nor does it extend to forms fraudulent advertising
delineated in this report. (Figure 5.)



Figure 5

card details, scammers may

Confirm your identity

Where will you run ads? @ United Kingdom

attempt to use multiple
different stolen cards before
finding one which allows

a payment transaction.

This behavior should be an
immediate red flag to any
website or platform which
hosts advertising to manually
review the legitimacy of the
advert and advertiser profile.

In addition to these voluntary
efforts by platforms to put in
place more effective “know-
your-business-customer”
measures, there are some
useful programs that could
be applied to better defend
platforms against fraudulent
advertising. These programs
e draw on experience from

-| programs that address the

m placement of “good” adverts

on “bad” websites, where

While some progress is being made, platforms,
notably Facebook and Instagram, are not
implementing sufficient verification of an
advertiser’s identify when they enter a commercial
advertising relationship with such platforms.

At the minimum, all platforms should
be implementing measures at least
equal to the system Google is putting
in place.

It should be incumbent on websites and social
media platforms that offer and host advertising to
make simple checks such as these before accepting
advertising. Doing so could be done manually

or, with appropriate software, automatically.
Further to this, proactive checks should be made
into the behavior of the advertisers at the point

of registering ads; for example, since many of
these adverts are registered using stolen credit

a legitimate company pays

advertising revenues to operators of rogue sites.

Two examples are:

TAG (the Trustworthy Accountability Group)
has a “Certified Against Fraud” certification

program, by which actors in the advertising
supply chain can show they are taking action
against fraudulent, invalid ad traffic. The
primary focus of this programs is to tackle
issues such as “click-fraud”, where automated
computer programs mimic legitimate web
users to generate pay-per-click on an advert.
Measures that could be applied to fraudulent
advertising include Payment ID system to
ensure payments track where payments

are going, lists identifying of common IP
addresses from which it is unlikely to expect
legitimate ad traffic, disclosure requirements

FRAUDULENT ADVERTISING ONLINE: EMERGING RISKS AND CONSUMER FRAUD
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for publishers to show how much traffic is
from paid sources, and a public record of
authorized digital sellers.

e The EU MOU on Online Advertising and
Intellectual Property Rights aims to minimize

the placement of legitimate adverts by IP
owners or other advertisers on websites
which sell counterfeit goods or provide access
to pirated content. While the MOU is non-
binding, it suggests that signatories involved
in both the buying and selling of ad space
adopt IPR policies and use (or require the use
of) tools to prevent their advertising being
placed on IPR infringing sites.?® This MOU
could be extended to include measures to

defend platforms from fraudulent advertising.

Generally, consumers are becoming more aware
and experienced at avoiding rogue websites
that sell counterfeits and other fraudulent,
substandard, or unsafe products. EUROPOL, for
example, promotes Red Flags to help consumers
detect fraudulent websites.

However, the problem with fraudulent advertising
is that the advertisements are of such professional
quality that they easily deceive consumers, and
when they are directed to a site from an advert

on well-known and familiar website or app, they
are more likely to regard the destination site as
legitimate and trustworthy than if they had found
it via a search engine or accidentally. This places
extra responsibility on sites that host and provide
optimization for advertising and/or receive
payment for doing so.



Given the findings of this report, there is a

systemic problem with the online advertising
supply chain and an urgent need to improve
controls over it. For starters, governments must
begin the process of establishing guidelines and
standards. Several examples already exist and
could be modified or expanded to include the
challenge of eliminating fraudulent advertising:

+ In the UK, new powers have been given to
the communication watchdog Ofcom to force
social media firms to act over harmful content,
including violence, terrorism, cyber-bullying
and child abuse. Ofcom will have the power
to make tech firms responsible for protecting
people from such content, including ensuring
that the content is removed quickly and to
minimizing the risks of it appearing at all.

e Germany introduced the NetzDG Law in 2018,
which states that social media platforms with
more than two million registered German
users have to review and remove illegal
content within 24 hours of being posted or
face fines of up to €50 million.

 Australia passed the Sharing of Abhorrent
Violent Material Act in April 2019, introducing
criminal penalties for social media companies,
possible jail sentences for tech executives for
up to three years and financial penalties worth
up to 10% of a company's global turnover.>

Some groups have been formed on Facebook to
help raise consumer awareness about fraudulent
adverts:

» Facebook Ad Scambusters! was created to
raise awareness of the many fraudulent ads
on Facebook. The group states that many of
these ads look legitimate and have professional
videos, images etc. It also explains that

FRAUDULENT ADVERTISING ONLINE: EMERGING RISKS AND CONSUMER FRAUD

Facebook, Shopify, and PayPal profit from
fraudulent ads, and make it very complicated
to lodge complaints or get refunds. The group
offers to help people learn how to research a
site and make sure that it is legit before buying
products online.3°

» Facebook (ProtectOthers) Ad Scams group
was created to alert people of the vast amount
of scam ads that Facebook is allowing to
circulate. The group encourages people to
report fraudulent ads and warn others by
sharing the advert’s link to their page.?

In the meantime, however, it is imperative that
the websites and platforms which are making
revenue from the provision of advertising services
to criminal networks take action to identify and
block them - for good. By immediately adopting
best practices in “know your business customer”
checks, platforms can mitigate against the risks
right away. This problem is already at least five
years in the making, so it is imperative to address
the root causes that enable such profitable
opportunities.

Consumers are entitled to an online browsing

and shopping experience that is safe and secure
from fraud. Online platforms connecting people
and those that profit on commerce over their

sites should be responsible, comply with the law
and recognize the ethical/moral responsibility to
assure consumers a safe and trusted environment.
This paper suggests that the fraudulent online
advertising can be considerably reduced by the
following measures:

1. Enhanced “Know Your Business
Customer’’ protocols

It is imperative that websites and social media
platforms know who they are working with when

15
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accepting paid advertising. By gathering and
verifying an appropriate amount of data on who
is utilizing their advertising services, they will be
better able to

 assess risk levels and proactively identify bad
actors

« avoid recidivist infringing activity from
previously removed accounts

 provide data on infringers to affected
consumers, rights holders, and law
enforcement

Data collected could include individual/business
name and street address (proven with recognized
ID), phone number, email, and a proof of business
registration.

For example, Facebook (and Instagram) could
make it mandatory to participate in two-factor
authentication for any profile or page. For

online shopping, and in particular sponsored
advertising, transparency and being able to
definitively attribute an advertiser is essential

for consumer trust and safety. This means being
able to have confidence that whoever is selling

a particular product or service can be identified,
contacted, and held to account if things go wrong.
Being proactive and socially responsible to ensure
market integrity and that shoppers are safe
should be standard to companies worth billions.3?

Ultimately, when jointly targeted by sustained
criminal activity, there should be a determined
willingness to work together and hold those
ultimately responsible to account, and make

it as difficult as possible for counterfeiters to
continue to operate and infiltrate genuine buyer
experiences.

2. Rigorous review of advertisement
prior to publication

To ensure that their terms of service are being
adhered to, and that no innocent consumers
are being defrauded by fraudulent, scam

advertising, all adverts published on a site or
platform should be reviewed for infringing
content, both algorithmically and where high
risk has been flagged, manually. In addition, the
external sites to which such adverts link should
also be reviewed to determine their legality and
authenticity.

3. Effective reactive measures against
fraudulent advertisers

To act as an effective deterrent to illegal
advertising activities, sites and platforms must
establish strong, effective, and enforced measures
against advertisers who have been found to
infringe their terms of service. This should go
beyond termination of the advertising agreement
and include removal of the infringer’s account
and blocking the advertiser from the website or
platform.

For its part, Facebook is aware of the issue and
recently pointed to its anti-counterfeiting tools
and efforts. In a recent post, Facebook recognized
that the issue of fake goods is especially top-of-
mind for advertisers in the lead up to the holiday
season, and pledged that the company has “strict
policies against counterfeit goods and other kinds
of IP violations.”®* To prove that point, it revealed
that in the first half of 2019, it removed 359,000
pieces of content on Instagram in response to
39,200 counterfeit reports submitted by brand
owners. Furthermore, it claimed to be investing
in machine learning and artificial intelligence “to
help block or reduce the distribution of potentially
counterfeit content on both Facebook and
Instagram.”3+

4. Ensure consumers and rights holders
can report and share information
about fraudulent advertisers

Until such time that advertising on websites
and social media platforms have a robust
system to prevent bad actors, there needs to be
avenues for consumers and rights holders to



share information that can be used to dismantle
criminal networks currently operating on

their platforms. Currently, while adverts can

be reported and removed, platforms appear
unreceptive to receiving trends and data-sharing
initiatives that could assist them in blocking bad
actors accessing advertising.

5. Establish requirements for an
e-business license for advertisers

Such a license would require verification of (i)
financial disclosures that can be corroborated

by third parties (e.g., bank statements), and

(ii) physical location information that can be
supported by government records or trusted third
parties.® Such a system could be accompanied

by a central registry ideally, managed by a highly
secure, disinterested party or industry group to
maintain the licenses.?®
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APPENDIX 1: EXAMPLES OF BRANDS

These examples have been either provided by brands or found through online research. Where the
brands have provided these examples, permission has been given to include them in this appendix.

Apple

Ad Source: Fraudulent advertisements found on Instagram and
via Facebook’s Commerce and Ads IP Tool

Ad Image 1:
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Ad Image 2:
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Ad Notes: In the second example the Facebook advertiser’s page was created in
October 2019 shortly before the advertisement was identified and provided no contact
or business information about the operator. The advertisement’s destination website URL
https://donottag.co/products/airpods-pro.

Ad 2 Destination Website Image:

$49.99 Apple AirPods
& Factory direct sales
= ”~ & FREE SHIPPING

4.8 (20 reviaws)
£159-00 $58.99

Size

1
| | AIRPODS2 AIRPODS PRO

Quantty 1

On the destination website, the published contact email address (Destiny20190610@koko-
erp.com) was different from the domain name and no company information was available. The
website’s Privacy Notice page provides shoppers with a Gmail email address: “If you would like
to: access, correct, amend or delete any personal information we have about you, register a
complaint, or simply want more information contact our Privacy Compliance Officer at
“eustaciaboyd3510@gmail.com”.



Bose
Ad Source: Frauduent advertisements found on Facebook

Ad Image 1:
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Soundlek Rivese = Dulooth
Aphed Leaan Mory

Fey Presueme de una |
T i & 36 Drays Rt
By Doy ataramishay
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Braun

Ad Source: Fraudulent advertisement identified via Facebook’s Commerce and Ads IP Tool

Ad Image 1:

Ad Image 2:

Annsline
Sponsored

e
Explore Man's Grooming todsy. @PEnjoy Shaver Deals. P 20%
OFF 1st Order, use code: SUMMERZD

BFree Shipping all over the world!

amazon

Fres Srupming & fefurma

kA

e b i et | | DieeriAin U8 riemes Profiectior Skntumnd) | 2x Optidoil

lectric Shavers 900 OFF Seckil Sale Shop N...

Annsline

e Eponsored

The best electric toothbrushes help you brush your teeth
comectly for dentist-leve! oral hypgisne. Here are the top oicks
for Oral-B electric toothbrushes. Shop teday and enjoy the
factory cutlet =5l

= dE

Factary Cullel Factory Cutlel
Sale & Free Shop N... Sale & Frem Shop N.




Ad Notes: The advertiser’s page was created on 26 May 2020, four days before the
adverts were identified. At the time of identification, the advertiser was running 120
different adverts for Braun shavers, toothbrushes and epilators. The ads destination
website (https://www.annsline.com) is designed to appear like an official Braun website,
but with unrealistic discounts:

FLATUNE D MODOC TS

Beoans Sonries 7 TAFFec My B, Borai 7 TR Man's Betiun Sadea 7 TTRDce Mas's
[Bwr Fpd Shgeer W and Dey, Eleama Fod Sagrep Ver ond Doy, Baori Fod Shaver, Pop Up Paciuan
e VRLIW Ferhs STLW i SILWR
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Canon

Ad Source: Fraudulent advertisement found on Instagram

Ad Image 1:

26 TRACIT.ORG

© Instagram &V

Ads 563
Sponsored

Shop Now ?

Qv - N

F_T T i .

A Q @ O A~




Fuijifilm

Ad Source: Fraudulent advertisement found on Instagram

Ad 2 Destination Website Image:

Exparisnzedpariest
Sponcisd

Hed Saleailienroum Price €18.58

ik Imag 10 puarchase Inquiny R
Addmonal J35ats Trom this 3d -
& Lnis

E Proacs

Ad Notes: The above advert was using a Bitly URL shortener leading to:
http://love.902399.xyz/zc546.php; however when accessing via a desktop browser the
destination was for an irrelevant garden landscaping website demonstrating the Bitly URL was
using URL Redirection and Cloaking techniques to avoid detection.

On the official Instax Fujifilm website the company has placed a warning notice about fraudulent
websites to warn consumers about the dangers of scam websites: https://instax.com/camera/

Caution

Fraudulent Website Alert

Please be acdvised that there may be fraudulent websites making unauthorized use of Fuphim lagos and images in an sttempd 1o sail product and possisly obiain
sensitive information such &35 user Names, passwonss, and credin cand details

Flease note thad these sites arne not sanctioned by Fujifiin, and that all suthorized Fujifilm websites camy the appropriste Terms and Conditions and Privacy Policy
You can fimd e officisl Fujifiim websibes in your country from the link on the top right comer of this page
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HP

Ad Source: Fraudulent advertisement found via Facebook’s Commerce and Ads IP Tool

Ad Image:

HOT{! 1 CLEARANCE—HP OfficeJot 5255 Wireless All-in...

B HOT@ = https: /ity 2500

o HOT® = hitps: it by 2W5S0HL [ Unzlcheer
Lirmsed time deal! ! Super desls that should not be mizsed! @ unelchesrsd
@ Free delivery. In onder to get this discount, please buy as soon as possite! a

See Less

Ad ID: 22844043523820108

HOT ! CLEARANCE—HP OfficeJet 5255 Wireless All-in_.

glohesrcom

m HOT@ = htips:/bit.ly/2V50HL

o HOT# = hitps:/bit w2500 [ Unslcheer
fLirmsed time deal! ! Super desls that should not be mizsed! (@ unelchesrbd
@ Free delivery. In onder to get this discount, please buy a5 soon as possite!

See Less

Ad ID: 22844043523880108

HOTM ! CLEARANCE~HP Officelet 5255 Wireless All-in_.

glchasrcom

B HOT@ = https: /ity 2500

m HOT# = https: /bty 2500 [ Uneicheer
M Limied time deal! ! Super deals that should not be missed! @) unelchesrsd
@ Free delivery. In onder to get this discount, please buy as soon as possite! a

See Less

Ad ID: 22244043324300702

Ad Notes: The destination URL from these adverts uses Facebook’s own visitor

tracking and analytics tool called Facebook Pixel highlighted in bold below:

https:/ /elcheer.com/shopping /uncategorized.html /hot%f0%91%9 4% a5%ef%bc%8 1 clearance%
ef%bd%ehp-officejet-5255-wireless-all-in-one-printer /2fbclid=IwAROualOZp57uDDDmoVkSqv
BGSctelM_-vUBDNKmUQk 1 6bXK7giJEYT1S_q4



Keen

Ad Source: Fraudulent advertisements identified via Facebook’s Commerce
and Ads IP Tool

Ad Image:
Launched July 2020

3
@ Active

Started running on Jul 8, 2020 0 @J Q o o

Hot Online
Sponsored

Factory Store 10rd Anniversary Promation.
Stock Clearance! Owver 570 Free Shipping
§-T Days Fast Delivery.

30 Days Free Returm/Exange

Deals Last For Only 24 Hrs!

FROMOTIONSALE BUZZ
Factory Store 10vd Anneversary Promabion Shop N...

Cwer 570 Free Shipping
See Ad Details
Ad Notes: The destination websites identified used Facebook’s own visitor tracking
and analytics tool called Facebook Pixel highlighted in bold below:

1. https:/ /www.outdoorsstore.buzz /shop /2fbclid=IwAR3ypWn68LJyhC-
GNt3u4-phjmb3zQT6GIuii2DRKIEh35KkT9pcGvisC-BA

2. https:/ /www.hotdisountsvps.com /shop /2fbclid=IwAR3Ys2c4ded|I-
SA-n1a04YTHB_eRo2LECeR5HUfOH-Op4Hps4H8uHs-UUQWE

FRAUDULENT ADVERTISING ONLINE: EMERGING RISKS AND CONSUMER FRAUD
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The fraudulent advertiser’s Page was branded with the Keen logo, but the page was

named “Hot Online”:

Hot Online

Home
Posts
Reviews
Photos
Community

About

Create a Page

s Like | 5\ Follow | # Share

Posts

Hot Online b
20hrs - &

Hot Online added a Shop Now button to their
Page.

Shop Now

UE} Like D Comment ﬁ:} Share -



Lacoste
Ad Source: Fraudulent Adverts identified on Facebook and Instagram

Ad image 1:

@ Active
Started running on Feb 17, 2020 0

=
e L]

Swetstore Shop
Sponsored

LACOSTE 8 @& envios a todo el Peru rt
—

Ad image 2:

© | Instagram sign ©)

q trend gomiek + Follow

t: “3 trend gomiek
=) 1Acer Ghmiek 50 o

» 2 Adetl Gumdek 59 ¢

« W comon &40 kalee

o Kagnda Ocdeme

« Sediaf kargo

« Dedisam var

« KAMPANYAMIZ ¥I5A8 BIR SURE
ICIN GECERLIDIR « SIPARIS ICIN
DY

sMacoste Amoda ¥3hert ¢topian
rparevendesaby mistanbul rhale

Tt mehmet. karayil Toplan sansiniz
“' varmi fryatisn nedir

| © Q [P

49 hkes

Log n
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LEGO

Ad Source: Fraudulent advertisements found on Instagram and via Facebook’s

Commerce and Ads IP Tool

Ad Image 1:

ol vodafone NL 4G 20:28 ¥ W A3%m_4

© Instagram. &

/' Wandering Creations
S Sponsored

e TECHNIE

Ad Image 2:

E- Get an EXTRA T0% off CLEARANCE!

b=t g new.nabcho com

e e X Clearance Sale! (fFree Shipping And Fast Delivery Worldwide! @
%‘- Ad ID: 238344752043090497

e 2

Ad Notes: The fraudulent advertiser’s page was called “TOY sets”

(https://business.facebook.com /TOY _sets-109322840753140/)
and featured Lego marketing materials and branding.

32
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Levi’s
Ad Source: Fraudulent websites identified through Instagram Stories

Website Image 1:

14:37 4 il LTE =

AA Not Secure — ga.oxilucky.club (&)

] _schoﬁ'akéi lichen Aktionen
riiher teiljenommen?

Website Image 2:

FRAUDULENT ADVERTISING ONLINE: EMERGING RISKS AND CONSUMER FRAUD

33



34

National Hockey League (NHL)

Ad Source: Fraudulent advertisement identified via Facebook’s Commerce and Ads IP Tool

Website Image 1:

Filter BY:  Germany Impressions by Recency Flatiorm = ©

® Active @ Active

h!-l"!l'il running on Jun 3, 2020 ﬁ rﬁ}ﬁ hl-‘-l'l-i:‘::.:ll"l" .::-1 :-:.u Jun 3, 2020 0 rﬁ) °

Stanbey Cups Stanley Cups

Sponsared Sponsored
Black Friday Check Out New NHL Jerseys For Season 2020/20211 Black Friday Check Out New NHL Jerseys For Season 202020211
bAGliss pag s
Gat 50% Instant Discount For Free Shepping Ged 60% Instant Discount For Free Shipping

307

y i

FFICIALNHLERIDY STORE DFFICAALRMHLEMJOY 5

2020 Mew Season NHL Gear T-Shirks Faclory Clearance Lemm hore 2020 Hew Season NHL Gear T-Shivts Faclory Clearance

Leam More

HOF ROV

Ad Notes: The destination website https://www.officialnhlenjoy.store contains the word
official in the URL in order to deliberately mislead online shoppers.



Ray-Ban

Ad Source: Fraudulent advertisements for Ray-Ban were featured in

the 2018 article “Rolling Back the Curtains on a Retail Phishing Campaign

"(https:/ /medium.com/@wesleyraptor /rolling-back-the-curtains-on-a-retail-phishing-
campaign-23cab178d558)

Ad Imclge 1: < _

g
Only 24 hours

$199.90-
$ 24.99

Official site of Ray - Ban
www.rbnjk.com

Qv A

Website Image 1:

T 018 Ry Ban Spsring Livated Eime Sale - Inbernet Explorer

j +p [ 2008 Ry Ban Sowing Limiesd... __I'_I

@COLLECTION

MOST POPULAR

BEST SELLERS
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Richemont (Montblanc)

Ad Source: Fraudulent advertisement found on Instagram

Ad Image:

SKECHERS

ol vodafone ML ¥ 12:30 TR TN
© nstoagram. @) 7V

.\' Maors it
o

Sponsored

MONT>
BLAMC

2av @ A

725 likes

Wi ean aniu BEL diesnaind

A Q B O &

Ad Source: Fraudulent advertisements identified via Facebook’s Commerce and Ads IP Tool

bit.ly

bit.ly

$15.00 Skechers Factory Outlet Clearance Sale

Skechers Factory Outlet Clearance Sale
Save 50 - 75% Off & D... See More
Ad ID: 23544895134400665

$15.00 Skechers Factory Outlet Clearance Sale

Skechers Factory Outlet Clearance Sale
Save 50 - 79% Off & D... See More
Ad ID: 23544894854480665

3 Skechers Factory Ou
skechersfactory4441

3 Skechers Factory Ou
(@ skechersfactory4441

Ad Notes: The fraudulent advertiser’s page was called “Skechers Factory Outlet” https://www.-
facebook.com/Skechers-Factory-Outlet-112147220522303 and was branded to deliberately
mislead online shoppers. Likewise the ddestination website https://www.dealersale.club used the
keywords “dealer” and “sale” suggesting the source of the products may be legitimate.



Star Wars (Disney)

Ad Source: Fraudulent advertisement for a Star Wars The Mandalorian licensed
collectable offered for £32.42 (RRP £250+) was identified via the Facebook’s
Commerce and Ads IP Tool

Ad Image: -
Eiarind running on Jun 11, 2k
OmOo
iél Commin
Gl DTS, DO PROGCE TRana

Th Mandsiorian and Tha Chid Sidh Scais Cobsciibis Sst
Db Wersaond fiHoo saiafl

suT Kow

Ad Notes: The destination website uses Facebook’s own visitor tracking and analytics
tool called Facebook Pixel highlighted in bold: https://cowris.com/products/manda2fb-
clid=IwAR2o0qwwbcfM-rCvvC_ERxVzO51m9b5sDOy?XwtRoAQugY34ZI3mXgHfHI98
and uses inducements including free shipping and “selling out fast”.

Website Image 1:

Free shipping for orders over £55.36 ,buy 2 get 5% off,buy 3 get 10%: off

m HOME CATALOG O W

& The Mandalorian
and The Child

Write Review
#1 Best Seller

Selling Out Fast! We Ship Worldwide

ERE£32.42%

Style

THE MANDALORIANSsBARY YODA

Quanlity 1

‘ ADD TO CART ‘
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Timberland

Ad Source: Fraudulent advertisements found on Instagram

Ad Image 1:

Ad Image 2:

il vodafone NL = 11:45 .

© Instogram. & 7

T Kidngns
NS
Sponsored

Shop Mow >

QY - N
A Q @ O &~

© Instagram &5
__JTimherlan
V.
L

|

Learn Maore

QY W

204.765 views

tolpasautoparts Fashion Boots Sale for €28.00.
Black Friday Early Deals Now.
On B-7 Workings Days Delvery.

A Q O ©




Tommy Hilfiger

Ad Source: Fraudulent advertisements found on Instagram and via Facebook’s
Commerce and Ads IP Tool

Ad Image 1: a Cally shop

¥ Sponsored

Tormmy Factory Slore Glearance
B0+ Elyles Offer Here
Eftimatesd Arrival: G-8 Days

q n
e !
)
To3ay LDnly 31595
e Lt | Shiogs How
E TOUIAE COM
ol vodafone NL 4G 20:48 + 59%

Ad Image 2:

® v

-

Shop Now

QW - A
196 likes

Usually ships within 4 to 5 days.
Tommy Hilfiger Tee

Up to 75% OFF

Usually ships within 4 to 5 days.
Only €21.00

Order two free shipping

A Q #H O &~
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Under Armour

Ad Source: Fraudulent advertisement identified via Facebook’s Commerce and Ads IP Tool

Ad Image 1:

F Factory Store Clearance
S Sponsored

B BES Under Armour Factery Store Clearance
<BUp To S04 OFF Everything Must Be Sod
BOne.Time Beldwout Sake Onlinell

(v) Stay Safe Accept PayPal Paymen

<33-5 Days Fasi Delivery From Local Siock

AL [0
BWEAT

l.:ndu.l A Fr.'.::n.. Blouw Clasrsrss Shap M...

3-8 Dy Fiet Dadwmy Froes Lot Btk

Ad Notes: The fraudulent advertiser’s Facebook page was created on the 29 June 2020 and
the advertisement started running on the same day. The page is designed to mislead shoppers
into believing it's an official Under Armor page:

1k Like 3\ Follow # Share

Factory Store Clearance updated their cover photo.
Yesterday at 10:08 AM - &

UNDER ARMOUR

Factory Store
Clearance

Home

Posts

Reviews

Photos @ Factory Store Clearance updated their profile picture.

) Yesterday at 10:06 AM - &
Community

About

— m | N




Ad Notes: The destination website http://www.strawberrys.xyz/ uses the original

brand’s logos and marketing imagery alongside unrealistic discounts.

Website Image 1:

MERS CLOTHES

WOMENS CLOTHES

FOUTH CLOTHES

ACCEFSORIES

(L) ]

8 8 8 & Je
Unader Asnewsr Weore GTarch « Men's
Radkarhil Shaae Nivy

$27.00

2.12.0.41%

14

=

UNDER ARMOUR SHOES

L4 ¥

-,

L8 8 & & S0
Unddes Aemowr Pronom Proto - Men's
Taaming Sincin Orangs Whita Rlack

$25.00
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L8 8 8 & S
WUnader Armoar Scorpio « Men's
Hurrirg Shess Bl Gy Blask

$25.00

FREF STAMDARD RHIPPING N O 0F RS OF $705+

L8 8 8 & S
Unadar Armosar SpsedForm Apolh
Tars] - Misrie. Brining Sihad

520.00



APPENDIX 2: CUSTOMER COMPLAINTS

Research online has identified numerous complaints by consumers who have fallen victim to fraudulent
advertising scams found on social media.

Bose

Complaint Source: Consumer complaint regarding fraudulent website on a Scam
reporting site (https://reportscam.com/ibosebiz)

#repnrtscam Sparch complaints

They are supposed to sell on 70% sale,
no https, no address

by: aniac #39174 Sep 20,2017 Monetary Loss: 50

Tried to by a pair of headphones, luckily my bank rejected it.
Realized that they don't mention any address in their web page.
What's more, the transaction is done over http. It looks like a way to
steal people's card details; there can't be such big offers on this kind
of products. | suppose this is why the payment was reject by my
bank. The website looks like was designed in a few days. The
domain was registered one week ago.

Web/emails reported: www.ibose.biz

47 TRACIT.ORG



Ficllrciven

Complaint Source: Fjdllréiven official Facebook page (https://www.facebook.com/
Fiallraven/posts /hi-everyone-its-come-to-our-attention-that-there-are-currently-several-
websites-/10156792217819208/)

9 Fjillraven & b
July 30, 2018 -

Hi everyone. It's come to our attention that there are cumrently several
websites selling counterfeit Fjallrdven products, notably Kanken backpacks,
for incredibly low prices. To make sure you're always getting a real Fjallraven
product - and not inadvertently giving away your bank details to a criminal
organisation - either buy directly from us at www.fjallraven.com or use our
store locator to find an authorised retailer near you.

We have zero tolerance against counterfeiting and fraud. Our security
department is working to eliminate these sites but, at the same time, we
kindly ask you to pay attention and report stores or websites selling
Fjallraven's counterfeit products either directly to Facebook or by sending an
email to info@fallraven.se Please include as much info as possible in your

| was just hacked by them. Its very confusing because
they are using your exact website except they add OUTDOOR at the
end. My bank account was hacked into. Taking care of this but any
chance you can contact someone about the site that is ripping you
off? | mean its basically exactly the same. You can contact the FBI.
They are breaching our personal data. What a headache....

Like - Reply - 1y - Edited

https:/iwww fialiraven-outdoor.com/

Like - Reply - 1y

° 2 Author
Fjélirdven & Hi _, 50 sorry to hear about your experience.
We are taking this very seriously. Our legal department is
pursuing legal action against many of the sites and we are
nolifying Facebook so that they remove the ads and the
accounts behind them. Have you beean in touch with your
bank directly about this?

Like - Reply - 1y

- You know that Facebook itself advertizes websites
counterfeiting your product right? | got to this site via Facebook ads.
They advertized 5 times in the same Facsbook post. Facebook is
taking their money... https://backpack. rritepack.com/index.php?
main_page=index

BACKPACK RRITEPACK.COM
Backpack Outlet- Shop Good Backpack

Like - Reply - 4w - Edited O

2 % ... oh no! I've been fooled too &3 . Bought from
Fjauravenwpstme com via Facebook. The 27th juli. Paid with
Mastercard. Is there anyway to get my money back?!
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Dewalt and Milwaukee Power Tools

Complaint Source: Online research of complaints relating to advertisements
on Facebook identified a TrustPilot page for a business called ggitech.com
(https:/ /ie.trustpilot.com/review /gqitech.com) that had defrauded multiple purchasers.

44 TRACIT.ORG

Mark

* 1 review

| Updated 23 Aug 2018
Scam deal!!

Ordered a set of Milwaukes tools from a site called spacelifezone.com found
on Facebgok and received a $3 stuffed animal instead. This site is a front to
GQI Tech. Stay away from both! Total scam!

Thamas

2 reviews

H 20 Aug 2018

| ordered milwaukee power tool combo...

| ordered milwaukee power tool combo tool set, taken from my credit card ,
received nothing! Saw it advertised on facebook!

Russ Soular
1 review
| 7 Aug 2018

| ordered the 7 piece Dewalt combo kit...

| ordered the 7 piece Dewalt combo kit that's suppose to come with 3 or 4
batteries. It's been over two months. How do | go about getting my refund
back. Doesn't Facebook check these businesses. They didn't have a problem
closing me out of my page when they said my facebook name wasn't my real
name, which all my friends know me by and my brothers still post to that page
that | can't even get on because they won't let me. Not to mention all my
saved pics from funerals and family functions that will never happen again, So
thanx facebook let scammers sell merchandise but keep good people off their
own page. Thumbs up to you.

Rachel
1 roview

| Updated 11 Jul 2018

Definitely looks like a scam

Definitely looks like a scam, | orderad a set of tools for $99, shipping was
supposed to be free, no tax was collected, but they took $109 from the bank,
its been a month since the order was placed, and nothing has arrived, The
only email | got from them was to let me know they were experiencing a high
volume of orders and it was going to take 5 weeks to process my order, | sent
them an email asking about the status of the order and didnt receive an
answer. | will also report the page to facebook, since they were advertising the
page, “ccjsn.com” is the website, but facebook was advertising “Factory
Outlet™, i just went back to click on that page and its giving me an error.

:customerservice @qgqitech.com



LEGO

Complaint Source: Official Lego page on Facebook
(https:/ /www.facebook.com/LEGO /posts/10156844122453403/)

- = » LEGO O -
September 24, 2019 - &

L SCAM WARNINGI & THIS IS SERICUS INTERNATIONAL FRAUDI ~
THESE FACEBOCK POSTS KEEP PRETENDING TO BE SELLING
GENUINE "LEGO" SETS AT AHUGE DISCOUNT PRICE, & ARE ASKING
FOR PECPLE'S FINANCIAL INFORMATION, BUT AFTER THEY'WVE TAKEN
THE MONEY, THEY DO NOT DELIVER THE ITEMSI . MANY PECFLE
KEEP REPORTING THESE SCAMS TO FACEBOOK BUT THEY ARE
DOING NOTHING ABOUT THEM, & THEN WHEN THESE FAKE SCAM
PAGES FINALLY CLOSE DOWN, THEY OPEM A NEW OMNE & START THE
SAME SCAM ALL OVER AGAINIL ¥
hitps:/iwww facebook.com/permalink.php. ..

This content isn't available right now

When this happens, it's usually because the owner only shared it with a small group
of people, changed who can see it or it's been deleted.

ke TR 233 Comments 192 Shares
oY Like () Comment &> Share O~
View previous comments 50 of 123

Yep! Me too down to the disposable face masks and | can
not find a way to report this fraud to facebook.

Like - Reply - Tw e 1

- This is a major scam thank you for your
information it helped me, | called my bank and they are stopping the
transaction this needs to be report to Facebook immeadiately.

Like - Reply - Tw @ 1

Beware of this site: hitps:/lg.itoyspace.com . | followed
the lead from FE click bait and got stung. | got face masks - they
offered cheap knock off Chinese lego instead. | said no and now
they only want to refund me £20ish out of £50. | raised a dispute
with my credit card company. Fingers crossed.

{ | | @2 pur

LG.ITOYSPACE COM

S TOYHOUSE™ - Kids Paradise
e Warehouse Clearance 2020

Like - Reply - 6d
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Tommy Hilfiger

From a US Customer:

I'was browsing in Instagram and found a website from Tommy Hilfiger and it looks official. It says
copyright 2017 Tommy Hilfiger outlet on the bottom, it has all the photos from Tommy, and the
logos, etc so, I made a purchase, but after was charged more than I authorized. I called the bank
and its a Chinese company. I couldn't even cancel the transaction. The website is fake. What can I
do? I trusted the brand and I may not be the only one being deceived! Can you do something about
this?

From a Danish Customer:

My name s [......] and I have been a victim of fraud. I was trying to buy Tommy Hilfiger t-shirts on
a webpage called VIPDK.TOP through facebook. I was on the webpage to buy t-shirts with your
brand and I was not aware that the webpage was fake. I entered my Credit Card informations,
sadly as it is, and now the people behind this webpage (which is located in China), has withdrawn
a big amount of money from my accounts.

In order to get my insurance to cover the damage, I need you from Tommy Hilfiger to confirm that
you are not cooperating or funding the webpage VIPDK.TOP and that the items on this particular
webpage is copied items, abusing your brand.

Will you please do that for me?

From the Tommy Hilfiger customer service team in Poland:

A few days ago we got the first customer information that came up with a fake website with our
online store. The website looks very reliable with all the graphics and logos, however, the prices are
very low. Yesterday, three more cheated customers came to the Stores.

The case is very serious, because customer accounts are charged more than double the amount of
the purchase fee...the payment for shopping was 232,00PLN. The money (531,00PLN) went to a
Chinese bank account.

This lady came to the online store through Instagram, but you can directly enter through the link:
www.tmmypl.com. Of course, any clients that our employees talked, didn't receive the goods so

far.



Weber

Complaint Source: Official Weber BBW Facebook page
(https:/ /www.facebook.com/weberbbq/posts /you-may-have-seen-advertisements-for-
weber-products-on-facebook-or-online-for-we /10156606512903422/)

Weber Grills @ e
June 7, 2019 - £¥

You may have seen advertisements for Weber products on Facebook or
online for weber.enjoyzz. com and weber buygoods. site. Weber is not
affiliated with these sites and recommends you not attempt to purchase
products through these sites. We believe they are illegitimate and do not
recommend giving them your personal information.

You can find authorized online and local Weber retailers at

hitps:fiwww weber.com/US/en/pages/storefinder. html.

O 286 108 Comments 87 Shares
Hey a new one appesared on facebook for a 3 day

sale.. 75 - 95% off Weber grills.. How can facebook give these fake
sites a platform https://us._grillfind.com

US.GRILLFIND.COM

BBQ Grills | Weber Charcoal & Gas
Grills

Like - Reply - 8w

my husband was looking
a1 un= =ne 1 nad to talk him out of buying too good to be true

Like - Reply - 3w

& Author

Weber Grills @ Thanks for bringing this to our attention. This
sitz is not associated with Weber. In fact, we have reason to
believe that the site is not legitimate. We would suggest that
you don't give them any personal details.

B

Like - Reply - 5w
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Complaint Source: Post on the Reddit.com forum r/grilling (https://www.reddit.com/r/
grilling /comments/gg04b2/if _youre_looking_for_a_grill_beware_facebook_ad/)

4+

g

@ r/grilling . Posted by 1 month ago
If you're looking for a grill BEWARE FACEBOOK AD SCAMS

It's no secret that if you search for certain terms on the internet or especially using Facebook
Marketplace, Google and Facebook tailor ads to you based on your common search terms. Over the
past week or so I've been looking at Weber charcoal grills. It was no surprise then that last night I saw
an ad on my Facebook feed that looked like it was from Weber and they were advertising a flash sale
on grills. "Fantastic!” [ thought. I clicked on the link and it took me to a website that looks exactly like
the Weber website, has their logo and the url had weber in the name.

The deals were too good to be true, which should have been my first warning that something was
wrong. After signing up and trying to add a grill to my cart, it took me to some weird 3rd party
payment website that said the payment was going to Malaysia. I noped the f ck out of there and
messaged Weber directly on their website and flagged the Facebook ad as a scam. Upon closer
inspection the Facebook ad was from a page called "Weber_US" and the page was only created 3 or 4
days ago. Today while perusing facebook I got ANOTHER IDENTICAL ad that popped up with a slightly
different name. The scammers must have dozens and dozens of these ready to go as one gets shut
down another pops up.

The Facebook ad looks like this:

Off Far A Very Limited Time



APPENDIX 3: FRAUDULENT FINANCIAL SERVICES

It is not just consumer product and fashion companies that are targeted by fraudulent advertising on
social media. There have been a number of high profile legal cases involving fraudulent Bitcoin and
Investment scams and the celebrities who appeared (unauthorised) in them.

John de Mol fraudulent advert. Source: cdn.adformatie.nl
. Lauras Cookie Shop

Gesponsond - G

Onze gedachten Zijn bij Zijn alle familie na dit verschikkelijke nieuws

Martin Lewis fraudulent adverts. Source: moneysavingexpert.com

Sterling Partnership Ltd C Courtney Mompoint
' W

Like our page for the latest financial advice, exclusive

Financial Expert's new investment could provide work
offers & more.

to thousand of people across Britain! "Anyone can join
and start making thousands of pounds monthly”

N

™

=

A

¥
v

166 people like this. Typically people who have never done this beforg,

Sterling Partnership Ltd
Financial service it
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APPENDIX 4: JAPAN CASE STUDY

Since April 2020 at least seventeen fashion and luxury brands have been targeted by fraudulent
sponsored (paid) advertising on Facebook and Instagram targeting Japanese consumers.

The advertisements use images of counterfeit products while the Facebook advertiser’s pages used to
post the ads are either compromised (hacked) or newly created (within approximately 6 months).

Some of the pages identified even use the name of the brand owner for example (Versace Japan, Ralph
Lauren Japan, Nike Jackets, Adidas and ToMMY) and use the logos of the brand in the profile avatars.

The destination websites of the adverts often contain the keywords shop, store or mall and typically use
the .com extension.

The websites identified have shopping cart functionality, and all generally follow the same build
template. Some claim to be the “official flagship store”. Unlike other scam websites, those identified
often display a Japanese company name, address and email address (differing from the website).

Given these indicators these adverts and websites must be coordinated by a common bad actor or
network that is able to bypass Facebook’s advertising monitoring systems and deploy ads at scale across
multiple pages.

1. Brands Impacted by fraudulent Japanese Ads:

Burberry Nike

Fendi (LVMH) The North Face (VF Corp)
Givenchy (LVMH) Tommy Hilfiger
Balenciaga (LVMH) Dior

Louis Vuitton (LVMH) Adidas

Gucci (Kering) Versace (Capri Holdings)
Moncler Stissy

Ralph Lauren Supreme

Coach (Tapestry)




2. Keywords in Ads:

Many of the ads share the same keywords pointing to a common actor. Translations of the Japanese
text show the ads offer unrealistic free products with purchases and make false claims such as “Official
genuine”:

SHEXGL, 35 —D2ENY—EX

Another free service if you order today

Tommy hilfiger 2020 FEDFHES ¥V
SHEEXGL., 35 —DOEMY—ER

Tommy hilfiger 2020 Summer
New Shirts Get one more free order if you
order today

BED#HE
SHEXGL, 35 —D2EHNY—EX
HERE. BLEEDS

Summer new work
Another free service if you order today
Limited quantity, first come first served

AHIEm
SHEXGL, 35 —D2EHYI—EX
HERE. BLEES

Official genuine
Another free service if you order today
Limited quantity, first come first served

[(RE#H £] SHEEXGL. 55—
#HY—EX [BxFHRH]

[Great Thanksgiving] Another free service
if you order today [Unisex]

[ a—L ] SEEXEL. £
—DEHY—E X

"Ralph Lauren" If you order today, another
free service

INLYYTHLAL UR—F)L bOT$H
SEDRHOKRY bE—IL (B&FEA)
SHEEXGEL, 5 —DOEHY—EX
HERTERT, FLVEBS

Balenciaga Rainbow Malt Logo Short
Sleeve

The latest hot sale of the year (unisex)
Another free service if you order today
Limited release, first come first serve

3. Brand infringing Facebook Pages used to advertise:

Multiple Facebook Pages used to post the ads were found to be infringing the name and logos of the
brands targeting by the ads and were created just days before the ads were published and in some cases
the same day.

a. Versace

https:/www.facebook.com/VERSACE-Japan-113383623731279/ Page created - June 3, 2020
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b. Ralph Lauren

https://www.facebook.com/Ralph-Lauren- https://www.facebook.com/ADIDaS-
Japan-114036903669545 Page created - June 7, 103488224739483/?business_id=10152446361520686
2020 Page created - June 10, 2020
]’kﬂ
& cvmive BB Prosovien S T Friesss B rowvee O normes @ cene
Ralph Lauren- Polo-U3

Japan

Hrasy
L ‘ Realph Lammeri-Japan ! ' Poiti
i ¥ Reviews

PoLoRawrn Lavrex

POLO

d. Tommy Hilfiger
https://www.facebook.com/Tommy%E3%83%9E%E3%83%8B%E3%82%A2-101962258219137

Page created - June 3, 2020

oiLim T Fobow 4 Sham

ﬂ mr

@ comnun. [ Fovms g tagtrents

Posts

i i
| o




e. Nike

https://www.facebook.com/Nike-jacket-107450461002864 Page created - June 8, 2020

e liks 3y Fobow b Sk

Nike jacket

Homs

4. Examples of Ads:

Many of the ads look visually similar featuring images of branded t-shirts together with the brand logo.
Often the products in the images are obviously counterfeit missing correct labelling or being products

not made by the brand.
Launched June 2020 Launched June 2020
@ Active @ Active
Started running on Jun 2, 2020 o@QQ Started running on Jun &, 2020 0@0
VERSACE-Japan e Lors corp
Sponsored Sponsored
SHENES, 8T —2ERET - Tommy hilfiger 2020FE CF{E> + v SAFH = 2. 23 —78
o -t
'T_‘Q:?-'f@% N R
¢ ;@s SHEEXGS, HI—2EHY-ER
(N7 TOMMYZ®HILFIGER

WERSACE-Japan Learn Mare

Learn More

oite. poitemnall.com

See Ad Details
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Launched June 2020

® Active
Started running on Jun 4, 2020

1901282

(flofe]~

L laulau_doyle
Sponsored

EOHHE
SHEEWE S, L9 0T — 23
#HEBRE. B ak>

SHEXGL., 1RFTT

!T-_

_‘J GIVENCHY

.’
'f
¥

B g

Learn More
See Ad Details

Launched June 2020

@ Active
Started running on Jun &, 2020

- 48403

0@QO -

AR el Gl
=+ Sponsored

HERERT R EE

SHEXEL D,

Learn More

See Ad Details

54

@ Active
Started running on Jun 2, 2020 0 rﬁ_ﬁj o
D: 6042159636351358

L laulau_doyle
Sponsored

®
[}

T

SEETLHS. EI—DNEY -2

e

See Ad Details

TWLYMALL COM

twiymall.com Leamn More

Launched June 2020

@ Active
Started running on Jun 9, 2020

(£ 10~

ADIDaS
« @ Sponsored

SEENES. 2 —2EHT -2 [BRRA]

VIPWITEYSTORE.COM

adidas Learn More

See Ad Details



Identical advertisements were also identified from different advertisers. See below for an example of a
FENDI ad using the same title keywords and imagery:

FENDI SREXHS. b3 —2EEY -
hitps:imakkmap.com/iteminfojp/BHGHKTRREE/ BHGHGFO5D09. htm
AdID: 23844791890510387 [ Koka
@) kikihk&20

FENDI SHEEX AL, H5—2EHY-ER
hitps:/isxyykic com/fiteminfojp/BHGHRB/BHGHGF 05009 himl
Ad ID: 238452208031200781 i Fovo

(o) inofensivo.poeticame. .

Identical keywords in advertisements for different brands were also identified from different
advertisers, but directed to the same destination website. Below is an example of Gucci and Moncler ads
using the same keywords and destination website:

hot.aidueshop.com
hot.aidueshop.com

LS
B HRE [ Justine
SHENES. v I—TEHT -3 (@ ju_stine7227
HERE - BB
Ad ID: 23844815820380126

sale.aidueshop.com

<Gim sale.aidueshop.com = Tol

: R
: EH{E o SRR IS
e LHERES. I —CEHT-EZ @
i i HERE. BB pbaccount_1501077623...
SR AdID 23344733763620362

L is = &
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5. Example destination websites:

a. The website http://vip.hotepstore.com is targeting Tommy Hilfiger, Ralph Lauren and Burberry
and shows unrealistic price discounts with offers of free deliver, 30-day warranty and cash on
delivery.

BEME R&308  0BRMREHT

Free shipping Cash on delivery 30 days warranty
Oo-.-0 O-0
o . TCETL)
E Ry e =Nl | — ||} =N ey V= A
ARESR AEE >




b. The website https://sxyykk.com/ is targeting Fendi (LVMH) and Tommy Hilfiger and claims to be
the official flagship store. It also shows unrealistic price discounts with offers of free deliver, 30-day
warranty and cash on delivery.

nik CEgd  Clathing

FENDI

N\

[Fendl's official fagship store] 1T veu order today, another free service
sale: BE00.00 e i« ax

={"To puechase procedure

c. The website http://twlymall.com is targeting Moncler, Givenchy (LVMH) and Gucci (Kering) and
claims to be the official flagship store. It also shows unrealistic price discounts with offers of free
deliver, 30-day warranty and cash on delivery.

by FR—Y TPerw ENH (= sBRwEbt AABHEORE ZELEHSHE
by Fs—
[HE e
(=]
&
SHELAES, 5 -2 SHELHES, B9 -2 GUCCIREZEETILRL K
By -2 [Hci) B Yy —ex Bl TU R DA HE A
12500/ 12700/ 12500/
560000 547000 569000
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APPENDIX 5: COVID-19 RELATED FRAUD

COVID-19 Example 1: As the COVID19 pandemic spread globally, fraudulent ads for
face masks and anti-bacterial hand gels were identified targeting the UK and other
European countries on Facebook and Instagram, which led consumers to scam websites (e.g.)
www.healthprotectionmask.com, www.handhealth.co.uk and hitps://muanha.myshopify.com/
collections/anti-corona-virus , the latter showed only Vietnamese contact information.

Filter By:  ynited Kingdom All Impressions ¥ i Filter By:  ynited Kingdom Impressions by |
Launched March 2020
Launched April 2020
® Active 2
Started running on Mar 14, 2020 ﬁ @ T @ Active

r- B0 4R e

stated umingon Apr3,2020 EQ @ -
330134532

0 4 a005

HealthMask
Sponsoned
. : Handhealthbusiness
More than 5,435 people have died from CoronaVirus and 22,000 - Sponsored
55, 000
flu deaths Protect yoursslf before it's too |ate. Pure Kills 99.9% of Bacteria - ORDER yours now!
We care about You. A simple share, tag, or frendly comment will Fast Delivery via Royal Mail 1st Class - ALMODST S0LD OUT
go 2 long way. Crder Now

Ve are offering FREE SHIPPING..

ORIGINAL

AMTI BACTERIAL
HAMD GEL

CHISP & FRESH

Purs Kills 99,

of Bacteria - GROER NOW

Shop Mt

Prolect Yourself
o0 Today! Shop Mowi

Zee Ad Details See Ad Detaills



COVID-19 Example 2: Scam advertisers on Facebook and Instagram have also
specifically referring to COVID19 to appeal to consumers with false discounts.

<3 <3 Amazon Seasonal clearance

Pricel Promotion Timel
astl All il

Can Be Returned in 45

amazon

Artisan 5 Qit.
Gloss Cinnamon
Stand Mixer

$49.00
oQvy W

1 like

Ad Notes: Facebook advertisers’ page
(https:/ /www.facebook.com/Zaspeak-111164433880298/) shows the following post:

e Zaspeak

april 21 - Q
Due to the severe situation of the spread of the new crown epidemic
[COVID=19) in the world, our company can only sall the inentony at a
bass for the company 1o maintain. All products have only a small
amount of stock while stocks last!
10% discount code for first order: ZASPEART0

amazon

Artisan Mini 3.5 Gt
lilt-Head matte Black
Stand Mixer

$49.00

FRAUDULENT ADVERTISING ONLINE: EMERGING RISKS AND CONSUMER FRAUD 59



The destination website advertised (https://www.zaspeak.top) had the same
COVID-19 banner at the top of the page.

Due to the severe situation of the spread of the new crown
epidemic (COVID-19) in the world, our company can only sell
the inventory at a loss for the company to maintain. All
products have only a small amount of stock while stocks last!
10% discount code for first order: ZASPEAK10

Hesa  Coffee Siawns  Debsscptmn  Food Frocecssy  flbcm=mes Win] Befrganooss Saores Ay

= ﬂ.ﬂ:ih Phoeer & Accmiterigs  Draises

60 TRACIT.ORG



COVID-19 Example 3: Fraudulent advertisements were identified that refer to business
closures, bankruptcy and financial hardship as the reason behind unrealistic offers. Below
are examples of scam ads for PlayStation, XBOX and Nintendo game consoles:

L hed J 2020
Launched June 2020 il
@ Active .
Started running on Jun 30, 2020
Started running on Jun 27, 2020 ﬁ [@ Q ° D 5,3,35393?2%3592 ' ﬁ r@ Q °

D: 1811058055702073

Biagio Russo
Sponsored

E Ezio Udinese
Sponsored

. ) The boss ran away. We had 1o sell all game consoles at a low
e cheapest gaine console. In e entire: networicIE hoss went price o pay the store rent. Arival within three days, no reason to
bankrupt.so the stock of Switch PS4 PRO X8OX ONE sold for $90 return within seven days! Quality assurance! Get it here:

each one, Today only,opportunities aren't to be missed. Get it hitps:/ibit ly/2BoFVjH
here:https://bit ly/2NzPbEF i

KJE1234.COM ALPHAHYDRA COM
Limited Discount.299 Only Today ! Sh N Limited Discount. 599 Only Today ! Shop N...
Arrival within three days, brand new authentic, inventory S Branded game consoles, Ship wi123thin 24 hours after order

clearance
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COVID-19 Example 4: Fraudulent advertisements were identified for counterfeit branded

Tommy Hilfiger face masks. The advertiser was also found to be advertising face masks
of UEFA football clubs.

Ad Image 1:

ﬂ Premium Fashion Boutique e
Gesponsen - G

LIMITED TIME oniy!

Order here => hittp/ftinyur.com/y8Txcgg2
Click on the link 1o see more styles & colors!
SHIPPING WORLDWIDE!

,_
5
e

THIS IS HOW |

Ad Image 2:

Premium Fashion Boutique Premium Fashion Boutique
Sponsored Sponsored

LIMITED TIME only LIMITED TIME only

Order here => hizp:Minyurl comiygStdtu

Click on the link to sae more styles & colors!

SHIFFING WORLDWIDE!

(GRS E =]

VR £ R
The destination website advertised (https://styleoftee.com/) offered no information about the
website’s operator or location. Further research of the telephone number provided found a

Facebook page for another company whose location map indicated it was based in Vietnam.
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Website Image 1:

| Search Q | QSWIJE OF TEE Track Order  Contact

Limited Edition - 19Ktt{Ttitoom
- £14.39 s2158

SELECT QUANTITY

Description About Praduct

Limited Edition - 19Kttt Ttttoom

Only available for a LIMITED TIME, so get yours TODAY!
“ADD TO CART" below o pick your size and place an ordesr.

I s (g o
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